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CYBERSECURITY ENGAGEMENT

MINIMUM EXPECTATIONS

• Risk identification and oversight at board level

• A nominated Chief Information Security Officer (CISO) with supporting resources

• Inclusion of cyber covenants in supplier contracts and effective due diligence

• Inclusion of cyber considerations in inorganic growth strategies including in the due diligence and integration 
phases

• Timely disclosure of cybersecurity breaches

• Disclosures about a cyber resilient culture, to include tailored training across the workforce

ADVANCED PRACTICES

• Inclusion of information security and cyber resilience in executive compensation KPIs

• Use of NIST Cybersecurity Framework as a reference for cybersecurity risk management

• ISO 27000 for all operations

• Evaluation of cybersecurity in board effectiveness review

INVESTORS EXPECTATIONS (2022-2024)
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Toyota Motor’s Board has a broad oversight of cybersecurity risk  
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BOARD OVERSIGHT 
ASSET MANAGEMENT

Iberdrola Audit and Risk Committee have a clear mandate 
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Clorox Co and National Grid disclose Board skill matrix showing Board members with digital and/or cyber risk skills
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BOARD OVERSIGHT 
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London Stock Exchange Group disclose cybersecurity as topic of focus of its Board effectiveness review
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ASSET MANAGEMENT

BOARD OVERSIGHT 
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London Stock Exchange Group includes Cybersecurity in the Remuneration Report
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BOARD OVERSIGHT 
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Admiral provides training to employees and contractors and have external cyber-risk management auditors. 
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Education and training

London Stock Exchange Group provides a detailed record of all quarterly training including cybersecurity



CYBERSECURITY ENGAGEMENT
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RISK MANAGEMENT
ASSET MANAGEMENT

Enel assess threats or event alerts through an impact matrix

Cybersecurity risk management efforts: Metrics to monitor risk



CYBERSECURITY ENGAGEMENT

“We operate a three-lines of defence model, aligned to the 
operational risk management framework, to ensure robust 
oversight and challenge of our cybersecurity capabilities 
and priorities. In the first line of defence, we have risk 
owners within global businesses and functions, who are 
accountable for identifying, owning and managing the 
cyber risk. They work with control owners to help ensure 
controls are in place to mitigate issues, prevent risk events 
from occurring and resolve them if they do. These controls 
are executed in line with policies produced by the 
information security risk teams, the second line of defence, 
which provide independent review and challenge. They are 
overseen by the third line of defence, which is the 
independent internal audit function.”

HSBC three-line of defence model
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RISK MANAGEMENT

Fresenius discloses a range of management action to reduce cybersecurity risks.

ASSET MANAGEMENT

Cybersecurity risk management efforts
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RISK MANAGEMENT

Iberdrola includes a cyber insurance policy in its management strategy

ASSET MANAGEMENT

Cybersecurity risk management efforts

London Stock Exchange Group includes cybersecurity costs in its OPEX analysis
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Siemens Healthineers uses ISO Standards to certify its Information Security 
Management and uses its membership in the Charter of Trust as a source of 

external advise to improve supply-chain management.  
https://www.charteroftrust.com/about/
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ASSET MANAGEMENT

External advisors or auditorsRISK MANAGEMENT

Enel hires external cyber security experts.

https://www.charteroftrust.com/about/
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Enel discloses data on  its efforts to prevent cyber attacks.
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TRANSPARENCY
ASSET MANAGEMENT

Targets, disclosure, ‘lessons learnt’
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Iberdrola has a separate cybersecurity risk policy amongst its corporate risk policies
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STATEMENTS ON CYBERSECURITY RISK
ASSET MANAGEMENT

Standalone statement/policy
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Executive Order on Improving the Nation's Cybersecurity | 
The White House
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GENERAL
ASSET MANAGEMENT

“Zero Trust Architecture”

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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